MHOOPMALIMOHHAA NAMATKA AJ1A OBYHAKOLLKUXCA

C KaxapIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOIHHUKA
OJIHM M3 CaMbIX AKTHUBHBIX IOJb30BaTene Pynera. Mexny TeM, MOMHMO OTPOMHOIO
KOJIMYECTBAa BO3MOXXHOCTEW, MHTEPHET HECET M MpOOJieMbl. ITa NMAMATKA J0JLKHA
NMOMOYb Tede 0e30IMACHO HAXOAUTHCH B CeTH.

KoMmnbrorepHbie BUPYChI

KoMmnproTepHblid BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTENBHOU OCOOCHHOCTBIO KOTOPOHM SIBIIIETCS CIOCOOHOCTh K pa3MHOXEHHUI0. B
JOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT HOBPEAUTH WM TMOJHOCTHIO YHUUTOXHUTH BCE
(haisel 1 JaHHBIE, TTOJKOHTPOJIBHBIE TTOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa 3amyIieHa
3apakeHHasi MporpaMMa, a Tak)Ke MOBPEIUTh WM JaXKe YHUYTOKUTH ONEPALUOHHYIO
cucteMy co Bcemu (haitlamu B 11eioM. B OONBITMHCTBE ClydaeB paclpOCTPaAHSIOTCS
BHUPYCHI 4YePE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1. Ucnonb3yldi COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOIIME CEPbE3HbIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX IPOTPAMM;

2. IloctosnHo ycraHaBnuBaii mnatuu (LUPOBBIE 3alJaTKU, KOTOPHIE
ABTOMATUYECKM YCTAaHABIMBAIOTCS C LEIbI0 JOpabOTKH NPOrpaMMmbl) U JpYyrue
OOHOBJIEHUSI CBOEW omeparMoHHON cucteMbl. CkauMBail UX TOJBKO € O(QUIHUAIBLHOTO
caita pazpadoturika OC. Ecnam cymiecTByeT pexuM aBTOMATHYECKOrO OOHOBIICHUS,
BKJIFOYH €TO0;

3. Pabotaii Ha cBOEM KOMIIbIOTEpE TMOJ IMpaBaMH I[OJIb30BaTENs, a He
aAMUHUCTpAaTOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaAMM
MHCTAJJIUPOBATHCS] HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTHUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHl ~ U3BECTHBIX
MPOU3BOAUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0as3;

5. Orpaanub PU3NYECKUA TOCTYIT K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII,

6. lcnionb3y#i BHEIIHUE HOCUTENU HH(OpMaIK, TaKie KakK (Jieli-KkapTa, TUCK HIIn
(aiin U3 HHTEepHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpwiBali KOMIBIOTEpHBIC (ailibl, IOJy4YeHHbIE W3 HEHAJAC)KHBIX
UCTOYHUKOB. J[axke Te (paitbl, KOTOphIE MpHCIal TBOW 3HAKOMBIH. JIyuliie yTouHH y HEro,
OTIPABJISI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 370 He BuJ mepenayu AaHHBIX, HE TEXHOJOTHUS, a BCEro JUIIb OpeHi,
Mmapka. Eme B 1991 roay Huaepnanackas koMmranus 3apeructpuponaina opena "WECA",
yro o0Oo3Hayano cinoBocoyetanue "Wireless Fidelity", koTOpbIli mepeBOAUTCS Kak
"GecpoBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHH Jomia apyras abOpeBuatypa, KoTopasi sSBJISETCS TaKOH Ke
TexHojorueil. 9to abOpesuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha
CTaHAapT BhICIICH 3ByKoBoW TexHukm Hi-Fi, 4T0 B mepeBome o3HawaeT "BbICOKas
TOYHOCTB".

Ja, OecniaTHbI HMHTEPHET-AOCTYN B Kade, OTENsAX M a’dpornopTax SBIAETCS
OTJINYHOW BO3MOXHOCTBIO BbIXOJIa B MHTEpHET. HO MHOrme sKCnepThl CUMUTAKOT, YTO
obmenoctynueie Wi-Fi cetu He SIBISIOTCS O€30MaCHBIMH.



CogeTnl 110 0€30nacHOCTH PadoThHI B 0011e10CTYNHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro uuHyro nHpopmariuto yepes oodmenoctynasie Wi-Fi cetu.
Paboras B HuX, *eyaTenbHO HE BBOJAUTh APOJIM JOCTYIA, JOTUHBI U KAKHE-TO HOMEPA;

2. Vicionb3yii 1 0OHOBIISIM aHTUBUPYCHBIE TPOTrpaMMBbl U OpanMayep. Tem caMbiM
Thl 00€30MaculIb ce0sl OT 3aKaUKH BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkmoun ¢ynknuio "OOumid 1oCcTyn K ¢aiaaM u
npuntepam". JlaHHasg QYHKUMST 3aKpplTa 10 YMOJIYaHUIO, OJHAKO HEKOTOpBIE
MOJIb30BATEIH aKTUBUPYIOT €€ sl yA00CTBa UCIOIb30BaHMs B paboTe Win yueoe;

4. He ucnonw3yit myomuunsiii WI-FI nns nmepenaun nuuHBIX AaHHBIX, HAPUMEP
U1 BBIXOZA B COI[MAJIbHBIE CETH WM B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yii Tonbko 3anuiieHHoe coenunenue yepes HTTPS, a e HTTP, T.e.
npu Habope BeO-aapeca BBOAU uMeHHO "https:/";

6. B moOunbHoM Tenedone otkmoun Qynkumio "Tlogkmouenne k  Wi-Fi
aBTomarnyecku". He nomyckail aBTOMaTH4ECKOro MOJKIIOYEHHS] YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

CouuajbHble ceTH

ConuanibHble CETH aKTHBHO BXOJAT B Hallly >KM3Hb, MHOTHE JIIOJU pabOTalOT U
KUBYT TaM MOCTOSIHHO, a B Facebook yxke 3aperncrpupoBaH MUILIMAp YEIOBEK, UTO
ABJIIETCS OAHOM CEbMOM BCEX KUTEIIEH MIaHeThl. MHOTHE M0J1b30BaTENN HE TOHUMAIOT,
4TO MH(pOpMaLUs, pa3MEUICHHAass MU B COLIMAJIbHBIX CETAX, MOXKET ObITh HaillieHa U
MCIOJIb30BaHa K€M yTOJIHO, B TOM UHKCJe He 0043aTeNbHO ¢ OJIarMMH HAMEPEHHUSIMH.

OcHOBHBIE COBETHI N0 0€30IACHOCTH B COLHAJIBHBIX CETAX:

1. Orpannys cnucok Apy3eid. Y Te0si B APY3bsAX HE OJDKHO OBITH CIyYaillHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammmai CBOIO YacTHYIO XW3Hb. He ykaspiBail mapoiu, TenedoHbl, agpeca,
JaTy TBOETO POXKJICHUS W APYTYIO JUYHYI0 MH(OPMALWIO. 3IOYyMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh JlaXe HH(OPMALUIO O TOM, KaK Thl U TBOU POAMUTENU ILIAHUPYETE
IIPOBECTH KAHUKYJIbI;

3. 3amumiai cBOI penyTalMio - JEepKU €€ B UUCTOTE M 3ajaBail ceOe BOIpoC:
X0Ten Obl Thl, 4TOOBI APyTrHUe MOJIb30BATENN BHUJEIM, YTO Thl 3arpyxaeus? [lomymail,
IPEXkKE YEM UTO-TO OIyOJIMKOBATh, HAIUCATh U 3arpy3UTh;

4. Ecnu Tl TOBOpHILIL C JIFOJbMHU, KOTOPBIX HE 3HAEllb, HE MCIOJIb3YyH CBOE
peaJIbHOE UM U APYTYIO JIUYHYI0 HH(OPMAaLUU: UM, MECTO JKUTEIbCTBA, MECTO YUEObI
U TIpOYee;

5. U36erait pasmemenus ¢otorpaduii B MHTEpHETE, Tae Thl M300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIPEIEIUTh TBOE MECTOIONIOKEHHE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIUMO HCHOIb30BaTh CIOMXKHBIC
MapoJju, COCTOSIINE U3 OYKB U IU(P U C KOJIUIECTBOM 3HAKOB HE MEHee §;

7. J1ns conManbHOM CeTH, MOYTHl M JPYTHX CAWTOB HEOOXOAWMO HCIOJIb30BATh
pasHble napoiu. Toraa ecnu TeOsl B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJIydaT JOCTYIl
TOJIBKO K OJIHOMY MECTY, a HE BO BCE Cpa3sy.

DJIeKTPOHHbIE IEHbI' U
DJIEKTPOHHBIE JIGHBIM - O9TO OYEHb YJOOHBIM CHoco0 IUIaTeke, OHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.



DNEeKTpOHHBIE JAEHBIW MOSBUIUCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOT0 BO
MHOT'MX FOCYIapCTBax 10 CUX MOP HE MPOIHUCAHO MPO HUX B 3AKOHAX.

B Poccuu xe oHM (QYHKIMOHUPYIOT U O HUX YK€ MPOIKCAHO B 3aKOHE, Ie UX
pa3aeNAT Ha HECKOJIBKO BUIOB - aHOHMMHbBIE U HE aHOHMMHBbIE. Pa3HHIla B TOM, 4YTO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsi IpOBOAUTH ONiepalnu 0e3 uaeHTUUKaIuu
MOJIb30BaTeNsl, @ B HEAHOHUMHBIX HWJEHTU(MUKAIUS TOJIb30BATENs  SIBISIETCS
00s3aTENbHOM.

Taxxe crnemyer pasnuyarh  DJIEKTPOHHbIE  (UATHBIE J€HBI'H  (PaBHBI
rOCy/lapCTBEHHBIM BaJllOTaM) U JJIEKTPOHHbIE He(duaTtHble AEHBIU (HE pPAaBHBI
roCyJapCTBEHHBIM BAIIOTaM).

OcCHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIraMU:

1. IIpuBsoku K cueTy MOOWIBHBIN TenedoH. DTO camblii yIOOHBINH M OBICTPHIi
Ccroco0 BOCCTAaHOBUTH JOCTYyN K cueTy. [IpuBsizaHHBIM TenepoOH MOMOXKET, €CIH
3a0y/elb CBOM IUIATEKHBIN MapOJIb WM 3aiIIIb Ha CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonb3yin onpHopa3oBeie mnaponu. llocne mnepexona Ha  yCUIEHHYIO
aBropuzanuio Tede yxke He OyAeT YrpoKaTh ONAcCHOCTh KpaXH WM IepexBaTa
IJIATEAKHOTO MapOJIs;

3. Boibepu cnoxubii naposb. [IpectynHukam OyneT He IPOCTO YrajaTh CIOKHBIN
napoJib. HajesxHble maponu - 3T0 mapojiu, KOTOpbIE COAEPKAT HE MEHEE 8 3HAKOB U
BKJIFOUAIOT B €05l CTPOYHBIE U ITPOIUCHBIE OYKBBI, IU(PBI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK JoJuiapa, GyHTa, BOCKIHMIIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JTMYHBIE JAHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEIIb.

JIEKTPOHHASI I0YTA

DneKTpoHHasi MOYTa - 3TO TEXHOJIOTMS M MPEJOCTABISIEMBbIE €K YCIYTdM IO
MEPEChUIKE U TOJYYEHHUIO AJIEKTPOHHBIX COOOIICHMH, KOTOPBIE pACIPENESIOTCS B
KOMIbIOTepHOU ceTH. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN UMK BBITISAUT CIACAYIOIIUM
oOpa3zoM: UMsl_TOJIb30BATENA(@HUMS_JTIoMeHa. Takke KpoMe mnepeayu MpoCcToro TEKCTa,
MMEETCsl BO3MOXKHOCTh MepeiaBaTh (Pailiibl.

OCHOBHBIE COBETHI IO 0€30IaCHOM padOTE C AIEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh MpaBWIbHBIN MOYTOBLIN cepBUC. B MHTEpHETE €CTh OrPOMHBIM
BbIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIlIEe IOBEPSATH TEM, KOTO 3HACllb U
KTO IIEPBbIMA B PEUTHHIE;

2. He ykaspiBaii B JMYHOM mouTe Ju4yHyr0 uH(opmaruio. Hampumep, mydiie
BbIOpaTh "My3bIKanbHbIN  (panat@" wiun "pok2013" BmecTo "Temal3";

3. Mcnonb3yil ABYX3TAlHYI0 aBTOPU3ALMI0. DTO KOTJa MOMUMO Mapojsi HYKHO
BBOJIMTH KOJ, IpUChUIaeMblil 1o SMS;

4. BeiOepu clto>kHBIN TTapoIh. [[71s Kaa0r0 MOYTOBOTO SATUKA JOJIKEH OBITh CBOM
HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJib;

5. Ecnu ecTh BO3MOKHOCTH HAIIMCATh CAMOMY CBOW JIMYHBIM BONPOC, UCITOIb3YH
3Ty BO3MOKHOCTb;

6. McnoJib3yii HECKOJIBKO MOYTOBBIX SAIIUKOB. [IepBbIi 17151 YaCTHOM MEPENUCKU C
azpecaTaMy, KOTOPBIM Thl JIOBEPSEIIb. DTO JIEKTPOHHBIA aIpeC HE HAJI0 UCMOJIb30BATh
IpU perucTpaluu Ha popymax u canTax;

7. He oTkpbIBaii (hailsibl ¥ IpyTHE BIOKEHUS B MUChbMAX, Ja)e €ClIM OHU MPUIILIN
OT TBOUX Jpy3ei. JIyurie yTouHu y HUX, OTHPABIISUIN JIM OHU Te€Oe 3TH (ailiibl;



8. [Tocne oxoHuaHusi pabOTHI HAa MOYTOBOM CEpPBUCE MEPE] 3aKPHITUEM BKIIAIKHU C
caiiToM He 3a0y/b HaKaTh Ha "BeriiTu".

KubepOyaimHr uim BUPTyaJbHOE U31€BATEIHLCTBO

KubepOymmHr - mpeciaegoBaHue COOOIIEHUSIMHU, COAEPKAIIMMU OCKOpOJIeHUS,
arpeccuio, 3amyruBaHue; XYJIUTAHCTBO; COLIMATIbHOE OOWKOTHPOBAHHUE C IMOMOIIbIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIIITUHTOM:

1. He 6pocaiics B 60it. JIydmmii crioco0: mOCOBETOBATHCS KaK ce0sl BECTH H, €CIIN
HET TOTO, K KOMYy MOKHO OOpaTUTHCS, TO BHAYaJleé YCTIOKOWTHCS. ECiu Thl HadHEITh
OTBEYAaTh OCKOPOJICHHSIMH Ha OCKOPOJIEHHWsS, TO TOJBKO eIe OOJIbIIE Pa30XkIKellh
KOH(JIUKT;

2. Yopasinsaii cBoeil kubeppernyTaimei;

3. AHOHMMHOCTH B ceTH MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHMMHBIM AKKAYHTOM;

4. He crouT BecTH XYyJWUTaHCKUWA 00pa3 BUPTyalbHOW >Ku3HU. WHTEpHET
(buKcupyeT Bc€ TBOM JIEHUCTBHS M COXpaHAeT HUX. YJalIUTh HMX OyIeT KpaiiHe
3aTPyAHUTEIIBHO;

5. Cobnronail CBOIO BUPTYANIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuunyHblil HeratuB. OHOPA30BbIE OCKOPOUTENIbHBIE COOOIIECHUS
Jydiie UrHopupoBath. OOBIYHO arpeccus MpeKkpaniaeTcss Ha Ha4albHOM CTa/IuM;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMHU, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXXKHOCTh OJIOKMPOBKM OTHPABKH COOOIICHUN C
OTIpEe/ICNICHHBIX a/IPECOB;

8. Eciu Tl cBuperens kubepOysumHra. TBou OEHCTBUS: BBICTYIUTH MPOTUB
npecneaoBaress, IOKa3aThb €My, YTO €ro JAeWCTBHUS OLEHUBAIOTCA HEraTUBHO,
MOJIIEPKATh )KEPTBY, KOTOPOI HyHa MCUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEICHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI M IUIAHIIETHI COAEpP>KAT B ceOe BIOJHE B3POCIbIN
(GyHKLIMOHAJ, U TENEPh OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMITBIOTEPAMHU.
OpnHako, CpeCTB 3alUThI ISl MOAOOHBIX YCTPONCTB NOKa 0YeHb Mano. TecTupoBanue u
MOKCK YS3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO, Kak Juist [1K, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUIIOKEHHH.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPaKTUYECKH JOTHAIM HACTOJbHBIC
aHAJIOTH, OJHAKO paciupeHne (PyHKIMOHAIA BICYET 32 COOON OOJBINYIO CIOKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCe MPOU3BOIUTENN BBIMYCKAIOT OOHOBICHHS, 3aKPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISi CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOUITLHOTO TesedoHa:

Huuero He sBisieTcst mo-HacTosiiemMy OecriaTHeIM. Byib ocTopoxeH, BeJb Koraa
Tebe npeaiaraioT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKUE-TO TIJIaTHbIE
YCIIyTH;

Hywmaii, pexae 4yeM oTnpaButh SMS, ¢oto uiu Buaeo. Thl TOYHO 3HACIIb, I
OHH OyAyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETro cMapThoHa;



Hcrionb3yit aHTUBUPYCHBIE IPOTPAMMBI JIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiio)keHHsi OT HEM3BECTHOI'O HCTOYHMKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIeYEHHE;

[Tocne Toro Kak Thl BRIMEIIB C cailTa, TJie BBOAWUI JUUYHYIO MH(OpMAIIUIO, 3ailau
B HaCTpOMKH Opay3epa u ynanu cookies;

[lepuonuuecku mnpoBepsiii, Kakue IJIaTHbIE YCIYTd aKTUBUPOBAHbI Ha TBOEM
HOMEpE;

JlaBaii cBOM HOMEpP MOOMIIBHOTO Tele(hOHa TOTBKO JTIOASM, KOTOPBIX ThI 3HACIITH
KOMY JIOBEPSICIIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOTJAa Thl UM HE TOJb3yenibes. He 3a0biBait
WHOT]Ia TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS,
0OBEUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpPY. IrpoKK UCCIAEAYIOT TaHHbBINH UM
MUp, OOILIAIOTCS APYr C JAPYTOM, BBIMOJHSIOT 33JlaHUs, CPAKAIOTCS C MOHCTpaMHU U
MOJIY4alOT ONBIT. 3a YJIOBOJBCTBUE OHU IUIATAT: MOKYNAIOT JHMCK, OIUIAYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KAKHE-TO OIIIMH.

Bce a1y cpenctBa uayT Ha MOJJIEpKAaHUE U PAa3BUTUE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CUCTEMbl aBTOPU3ALIMU, BBIITYCKAIOTCSI HOBBIE MMaTYU
(1 poBbIe 3aMIaTKy 711 IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mono0OHBIX Urpax CTOWT OmacaThCs HE CTOJIBKO CBOMX COMEPHHKOB, CKOJBKO
KpPa)Xy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMK OOJIBITMHCTBA UTD.

OCHOBHBIE COBETHI IO 0€30MMaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecim npyroi#t urpok BemeT cels IJIOXO WM CO3/aeT TeOe HEmPHUSITHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. Toxanyiics aIAMHUHUCTPATOpaM HWIPbl Ha IUJIOXOE IMOBEIEHHWE ATOrO0 WIPOKa,
KeJaTeNIbHO MPUIIOKUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaiil inunyto nHGOpMaIuio B podaiisie urpsi;

4. YBaxai Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeouilMaabHbIC IMaTYU U MO/IBI;

6. Mcrionb3yil cliokKHbIE U pa3HbIE apOJIu;

7. Jlaxke BO BpeMsi UTPBI HE CTOUT OTKJII0YAaTh aHTUBUPYC. [loka Thl Urpaenib, TBOM
KOMITBIOTEP MOTYT 3apa3UTh.

OUIIMHT UM KPaKa JUYHBIX JAHHBIX

OOBIYHOM Kpakel JAEHET W JOKYMEHTOB CETOJIHS y>K€ HUKOTO HE yJIUBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUH 3J0YMBINUICHHUKN TMEPEMECTUINCh B UHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCA " TIOOUMBIM" JIETOM.

Tak mosiBUIIaCh HOBAsl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WM (DUIITMHT, TJIaBHAS
1[eJTb KOTOPOTO COCTOWT B TMOJYYEHUU KOH(MHUICHIIMATHHBIX JTaHHBIX IMMOJIh30BaTEICH -
JIOTUHOB U mapoJjei. Ha anrnmiickoMm si3bike phishing untaercst kak ¢umuar (ot fishing
- pbIOHas J0BJIs, password - mapoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl momo3peBaeliib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMPOBATh €€ U COOOUIUTH aJIMUHUCTPATOPAM pecypca
00 3TOM KaK MOYXHO CKOpEE;



2. Ucnonp3yit Ge3omacHble BeO-CaliThl, B TOM YHCJE, UHTEPHET-Mara3uHOB H
IIOMCKOBBIX CUCTEM;

3. Ucnonb3yii cnokHble U pa3Hble napoyid. Takum 00pazom, eciau Te0s B3JI0MAIOT,
TO 3JI0yMBIIUIEHHUKHU [OJIy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(UIIO B CETH, a HE
KO BCEM;

4. Ecaun 1e0s B31OMaNH, TO HEOOXOAMMO NPENYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE€ 100aBJIEHBl y T€OS B JIPY3bsiX, O TOM, YTO T€Os B3JIOMajd M, BOZMOXKHO, OT
TBOETO UMEHH OyJIeT pacChUIaThCS CIIaM U CChUIKHM Ha (PUIITMHTOBBIEC CANTHI;

5. YcranoBu HaaexHsbii napois (PIN) Ha MOOUIBHBIN Tene]oH;

6. OTKIIIOYM COXpaHEHUE MapoJis B Opay3epe;

7. He oTkpbIBaii (paiibl U Ipyrue BIOKEHHS B MUChMaX, JJaXe €ClIM OHHU MPUIILIN
OT TBOMX Apy3el. Jlyule yTouHu y HUX, OTIIPABIISUIM I OHU TeOe 3TU (ailibl.

Hudposas penyrauus

[Tudposast pemyTranus - 3TO HETaTUBHAS WM MO3UTHBHAsS MH(OpMaLUs B CETU O
tebe. Kommnpomerupyromass uH(popManus, pa3MelleHHass B HWHTEPHETE, MOXET
CEpbE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM u3HU. "Lludposas penyranus" -
ATO TBOM UMUK, KOTOPBIN (popmupyeTcs u3 uHGpopmanuu o Tede B UHTEpHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K MyOJUKaluu JIMYHOH
uHpopmanuu B MHTepHeTe, HE MOHUMAas BO3MOXHBIX MOCIEACTBUN. Thl gaxke He
CMOJKEIIb J0rajfaThCsi O TOM, 4TO (oTorpadus, pasMelieHHas 5 JeT Hazaj, craja
MPUYMHON OTKa3a MPUHITH TeOs Ha padoTy.

KommenTapuu, pasmemnienne tBoux (otorpaduil U apyrue AEHCTBUS MOTYT HE
VCUYE3HYTh JA)Ke IOCJIE TOr0, KaK Thl UX yJAJIWIIb. Tbl HE 3HACIIb, KTO COXPAHUI ATy
nH(pOpMaIIKIO, TIOTIaja JU OHA B MOMCKOBBIE CUCTEMBI M COXPAHUJIACH JIU OHA, a TJIABHOE:
YTO MOAYMAlT O TeOE€ OKpY)KAloIIME JIOAU, KOTOpble HalayT W yBUIAT 3To. Halitn
MH(POPMALIMIO MHOTO JIET CIICTSI CMOKET JIF00O0H - KaK U3 JOOPbIX MOOYXKAECHUMN, TaK U C
HaMEpPEHUEM IPUUUHUTH BPE. DTO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(PPOBOM PENyTALNH:

1. [logymaii, npexae yeM 4To-To MyOJUKOBATh U NEepeaaBaTh y ceOs B O6J0re niu
B COLIMAJILHOM CETH;

2. B HacTpolikax npo¢uiisi yCTAHOBU OTPaHUYEHUs Ha IPOCMOTP TBOETO NPOpuIIs
U €ro COJIEPKUMOT0, ClIeJIail ero TOJIbKO "t npy3eit'”;

3. He pasmemaii u He ykas3biBail MH(OpPMAIHMIO, KOTOpas MOXKET KOTo-JInOo
OCKOPOJISITh WA OOMXATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE HIKOJIBHUKH - aKTUBHBIE MOJIb30BATENU U(PPOBOTO MPOCTPAHCTBA.
OpHako Jajieko He BCE 3HAIOT, YTO MOJb30BAHNE MHOTMMHU BO3MOKHOCTSIMU LU(PPOBOTO
Mupa TpedyeT cOOII0ICHHS MPaB HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmMuH "WHTE/UIEKTyalbHass COOCTBEHHOCTh' OTHOCHUTCS K  Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HAuMWHAas C HOBBIX H300pPETEeHU U 3HAKOB,



0003HAYAIOIINUX COOCTBEHHOCTh HA NPOAYKTHI M YCIYTHM, M 3aKaHYMBash KHUTaMH,
dororpadusimMu, KUHOGUIBMAMU U MY3bIKAJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKME TpaBa - 3TO MpaBa Ha HHTEIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IpPOU3BEACHUSI HAYKH, JHUTEPATypbl U HCKYCCTBA. ABTOPCKHE TIpaBa BBICTYIAIOT B
Ka4eCcTBE rapaHTHH TOTO, YTO MHTEJUICKTYaJbHBIA/TBOPUECKUN TPYJ aBTOpa HE OyIer
HalpacHbIM, JaCT My CIPaBeUIMBbIE BOBMOKHOCTHU 3apab0TaTh Ha Pe3yibTaTax CBOETO
TPyAa, MOJyYUTh U3BECTHOCTh U Npu3HaHue. HUKTOo 6e3 paspelieHus aBTopa He MOKET
BOCIPOU3BOANTHh €r0 MPOU3BENCHUE, PACIPOCTPAHATh, MyOIHMYHO EMOHCTPUPOBATH,
npojaBaTh, HMIIOPTUPOBATh, MyCKaTb B  TNPOKaT, MyOJWYHO  HUCHOJHSTH,
MOKa3bIBAaTh/UCIIOTHATH B 3(pupe miu pazmemats B aTepuere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO OOECIEUYEeHUs MOXKET MPUBECTU K
MHOTUM pPHCKaM: OT TOTEpPH JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKHPOBKU TBOETO
YCTpOICTBa, I/Ie YCTAaHOBIIEHA HellerajipHas nmporpamma. He ctout takke 3a0bIBaTh, YTO
CYIIECTBYIOT JIeTallbHbIe U O€CIUIaTHBIE POTPAMMBbI, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJse

CeteBnuoK.pd - TBOW TIJIaBHBIM COBETYMK B CETH. 31€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM M JOCTYIHBIM $I3bIKOM, a IPH BO3HUKHOBEHUH
KPUTUYECKON CUTYAI[H OOpaTUTHCA 32 COBETOM. A TaKKe MPUHATH y4acTHe B KOHKypcax
M CTaTh CaMbIM HU(POBBIM I'PakJaHUHOM!




